Vik as Aggarwal

Request for Comments: 1291 JvNCnet Computer Network

Decemb er 1991

Mid-Lev el Net w orks

P oten tial T ec hnical Services

Status of this Memo

This FYI RFC provides information for the Internet communit y . It do es not sp ecify

an Internet standard. Distribution of this memo is unlimited.

Abstract

This do cument prop oses a set of technical services that each Internet mid-level net-

work can o�er within the mid-lev el network itself and and to its p eer networks. The

term \mid-leve l" is used as a generic term to represent all regional and similar net-

works, which, due to continuous evolutions and transitions, can no longer b e termed

‘regional’. [MAN

]. It discusses the pros and cons of o�ering these services, as well as

areas in which mid-level networks can work together.

A large p ortion of the ideas stem from discussions at the IETF Op erational Statistics

(OPstat), User Connectivity Problems (UCP) and Network Joint Management (NJM)

working groups.

RFC 1291 Potential technical services Decemb er 1991

Con ten ts

1 In tro duction 3

2 The Generic Mo del 3

3 T ec hnical Services 4

3.1 Domain Name Service : : : : : : : : : : : : : : : : : : : : : : : : : : 4

3.2 Public Domain Software : : : : : : : : : : : : : : : : : : : : : : : : : 5

3.3 Network Time : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

3.4 Network News : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

3.5 Mailing Lists : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 7

4 Exp erimen tal T estb eds 7

5 Net w ork Information Services 8

6 Net w ork Op erations 8

7 References 9

8 Securit y Considerations 10

9 Author’s Address 10

A App endix A - Mailing Lists 12

B App endix B - DNS Arc hitecture Strategy 12

RFC 1291 Potential technical services Decemb er 1991

1 In tro duction

Over the past few years, the Internet has grown to b e a very large entity and its

dep endability is critical to its users. F urthermore, due to the size and nature of

the network, the trend has b een to decentralize as many network functions (such as

domain name-service, whois, etc.) as p ossible. E�orts are b eing made in resource

discovery [SHHH90] so that the work of researchers is not lost in the volumes of data

that is av ailable on the Internet.

A side result of this growth has b een the logical structure imp osed in the Internet of

networks classi�ed by function. T angible examples in the present state are the NSFnet

national backb one, the mid-level/regional networks and campus networks. Each of

these can b e viewed as hierarchies within an organization, each serving a slightly

di�erent function than the other (campus LANs providing access to lo cal resources,

mid-level networks providing access to remote resources, etc.). The functions of each

hierarchy then b ecome the ‘servic es’ o�ered to the organizational layer b elow it, who

in turn dep end on these services.

This do cument prop oses a set of basic technical services that could b e o�ered by a

mid-level network. These services would not only increase the robustness of the mid-

level network itself, but would also serve to structure the distribution of r esour c es

and servic es within the Internet. It also prop oses a uniform naming convention for

lo cating the hosts o�ering these services.

2 The Generic Mo del

The Internet mo del that is used as the basis for this do cument is a graph of mid-lev el

networks connected to one another, each in turn connecting the campus/organization

networks and with the end users attached to the campus networks. The mo del as-

sumes that the mid-level networks constitute the highest level of functional division

within the Internet hierarchy describ ed ab ove (this could change in the unforeseen

future). With this mo del in p ersp ective, this do cument addresses the ob jectives of

minimizing unnecessary tra�c within the Internet as well as making the entire struc-

ture as robust as p ossible.

The prop osed structure is a derived extension of organizational LANs where certain

services are o�ered within the organizational LAN itself, such as nameservice, mail,

shared �les, single or hierarchical p oints of contact for problems, etc.

The following are the services that are discussed as p ossible functions of a mid-lev el

network:

RFC 1291 Potential technical services Decemb er 1991

� T ec hnical services

� Exp erimen tal sites for testing and dissemination of new software and tech-

nology to end sites on the network

In addition, the following services are mentioned brie y which are discussed in detail

elsewhere [SSM91, ML91 ]:

� Net w ork Op eration services and the interaction b etween di�erent mid-lev el

networks in this area

� Net w ork Information services

3 T ec hnical Services

The Internet has grown to b e an essential entity b ecause of the services that it o�ers

to its end users. The list of services is long and growing, but some services are more

widely used and deployed than others. This section attempts to list and discuss those

technical services that could help a mid-level network provide robust and improved

services to its end sites.

3.1 Domain Name Service

According to the NSFnet tra�c statistics collected for May 1991, ab out 7% of the

packets on the NSFnet backb one were domain nameserver (DNS) packets. This is a

signi�cant amount of tra�c, and since most of the other network applications dep end

on this service, a robust DNS service is critical to any Internet site.

Prop er lo cation of secondary nameservers so that they are lo cated on di�erent phys-

ical networks can increase the reliability of this service to a large extent [MOC87a,

MOC87b ]. However, the nature of the service requires that the nameservers for the

next highest level b e av ailable in order to resolve names outside of one’s domain.

Thus, for ‘fo o.princeton.edu’ to resolve ‘a.mid.net’, the r o ot nameservers which p oint

to mid.net’s nameservers have to b e reachable.

T o make the service more reliable, the mid-level network could have at least one

nameserver that is able to resolve nameserver queries for all domains directly con-

nected to it. Thus, in the event that the entire mid-level network b ecomes isolated

from the rest of the Internet, applications can still resolve queries for sites directly

connected to the mid-lev el network. Without this functionality

, there is no way of

RFC 1291 Potential technical services Decemb er 1991

resolving a name if the ro ot (or higher level) nameservers b ecome unreachable, even

if the query is for a site that is directly connected and reachable.

Strategies for implementing this architecture are discussed in app endix B.

T o lo cate such a \meta-domain" server within a mid-level network, it is prop osed

that a nameserver entry for ‘meta-dns’ exist within the mid-level network’s domain.

3.2 Public Domain Soft w are

File transfer tra�c constituted 23% of the NSFnet backb one tra�c for May 1991.

Public shareware is a very v aluable resource within the Internet and a considerable

amount of e�ort is b eing put into developing applications to track all av ailable re-

sources in the public archives[SHHH90].

It would b e di�cult, if not imp ossible to create an up-to-date rep ository for every

public domain pack age av ailable on the Internet, simply b ecause of the volume of

software and the rate at which new software is b eing develop ed every day

. Some

hosts have gained p opularity as go o d public archives (such as uunet.uu.net, sumex-

aim.stanford.edu, wuarchive.wustl.edu) and new develop ers tend to distribute the soft-

ware to these sites as distribution p oints. The economics of maintaining centralized

archives is another deterrent to centralization (the UUnet archives at uunet.uu.net

take up roughly 1GB of disk storage).

Recently however, a numb er of metho ds for resource discovery have b een devel-

op ed and are av ailable on the Internet (‘ftp-list’ �le compiled by John Granose-

o din@pilot.njin.net, Archie at ar chie.cs.mc gil l.ca and Prosp ero [NEU ]).

It is desirable that the mid-lev el networks b e able to provide up-to-date p ointers to

the distribution hosts for av ailable public software archives. Co ordinating the distri-

bution of a static list is di�cult (though not imp ossible) and the use of automated

resource discovery mechanisms such as Archie and Prosp ero is recommended. Under

ideal conditions, any software that is p opular and signi�cant (e.g. X11, T eX, RFC’s )

could b e archived and distributed within the mid-level network, but measuring \p op-

ularity" and \signi�cance" are debatable and left for further ev aluation. F urthermore,

a nameserver entry for host ‘sw-dist’ within the domain can provide information on

the v arious av ailable alternatives for software distribution and discovery (static �le

lo cation, p ointers to Archie servers, etc.){ this nameserver entry can b e an alias for

a CNAME or a TXT entry .

RFC 1291 Potential technical services Decemb er 1991

3.3 Net w ork Time

An imp ortant feature of any computer network providing distributed services is the

capability to synchronize the lo cal clo cks on the v arious systems in the network.

Ideally

, the clo cks of all the reference sources would b e synchronized to national

standards by wire or radio. The imp ortance and immense p opularity of this service

makes Network Time a very useful p otential service that can b e provided by a mid-

level network. No sp eci�c pr oto c ol for maintaining time is prop os ed, and any av ailable

proto col that maintains time with reasonable accuracy could b e used.

Network Time Proto col (NTP) tra�c constituted 1% of the NSFnet tra�c during

May 1991. The tra�c might seem insigni�cant, but there have b een instances where

a particular stratum-1 timeserv er (e.g. one of the stratum-1 servers at Universit y of

Delaware) has reached a p oint of overload with to o many di�erent sites trying to p eer

with it.

It is prop osed that at least one stratum-1 and two stratum-2 servers b e lo cated

within a mid-level network (the selection of three servers is based on the NTP stan-

dards do cumentation [MIL89]). Note that the servers can b e lo cated at any of the

directly connected sites in the network as long as they are publicly accessible. All

sites connected to the mid-level network can then co ordinate their system times with

the servers within the mid-level network itself. Besides increasing the reliability of

the timek eeping network, this approach would also limit the load on each timeserv er.

F or lo cating the network time servers within a domain, nameserver entries for ‘timekeep er-x’

(where x= 1,2,3..) can b e made within the domain. The servers are numb ered in

order of preference and accuracy

. Thus, ‘timekeep er-1.fo o.net’ would b e the primary

timekeep er and ‘timek eep er-2.fo o.net’ would b e additional (p ossibly secondary) time-

keep ers within domain ‘fo o.net’. If such hosts are not av ailable within a domain, a

TXT entry p ointing to other recommended time-servers could b e provided instead.

3.4 Net w ork News

Network News (or Usenet News) constituted 14% of the NSFnet tra�c in May 1991.

Netnews is an exp ensive service, b oth in terms of disk and CPU p ower, as well as

network bandwidth consumed.

The present structure of Network News consists of several hub sites which are dis-

tributed over the Internet. End sites get news feeds from other sites, and an article

gets injected into the news stream by sending it to the nearest \upstream" site, which

then forwards it to its connected news sites, and so on. There is no preset norm for

�nding a site willing to provide a news feed, and it usually ends up b eing a site

RFC 1291 Potential technical services Decemb er 1991

with whom the site administrator happ ens to b e acquainted. However, this could

easily result in some sites not b eing able to get an economical news feed from within

the mid-level network and actually having to derive the feed from a site lo cated on

another mid-lev el network.

A mid-level network could alleviate such o ccurrences by b eing able to provide a

newsfeed to any or all of its directly connected end sites. Though an exp ensive

resource, some of the costs can b e mo derated by acting as a tr ansit news feeder so

that the news needn’t b e stored for a long time on disk. The software for providing

the news feed is not sp eci�c and dep ends entirely on the newsfeed provider.

3.5 Mailing Lists

Internet mailing lists are another p opular source of information in parallel to Network

News. However, like public software, there is no central rep ository of all the p ossible

mailing lists av ailable on the Internet, and it would require considerable e�ort to

compile one (at the time of writing this do cument, a fairly comprehensive list is

av ailable on the Internet and mentioned in app endix A.

At this time, there is no clear strategy for distributing or maintaining mailing lists.

However, it can b e very exp ensive for a site to distribute mail to all individual end

users directly

, and if a clear strategy for maintaining a list of mailing-lists can b e

devised, then mail explo ders can b e set up at the mid-lev el networks, each of which

forwards the mail to explo ders at the end sites. This mechanism would reduce the

load on the originating systems, and provides a clean path for tracking down mailer

problems. Also, in order to prevent b ounced mail from propagating back to the

originator of the message, the mailing lists should b e set up in a way so that b ounced

mail go es to the the \owner" of the list and not to the originator of the mail message.

A list of ma jor mailing lists for the services discussed in this do cument are listed in

app endix A.

4 Exp erimen tal T estb eds

Due to the working relationships that they have with their end sites and p eer net-

works, the mid-level networks are very go o d media for distribution of new ideas and

technology

. Examples of this function are the White Pages pilot pr oje ct [RS90 ] es-

tablished by NYSERnet, the NSAP routing schema for OSI transitioning [CGC91 ],

etc.

RFC 1291 Potential technical services Decemb er 1991

The mid-lev el networks could establish co op erative exp erimen tal testb eds for testing

and deployment of new technologies similar to the ones mentioned ab ove. Besides

deployment and testing of new technology

, this could also serve to provide a \help"

service to the end-sites and to get them started with the new software.

The exact interaction b etwe en the mid-level networks in this area is not very clear.

It is complicated by comp etition for memb ers b etween the mid-lev el networks and

needs to b e discussed further.

5 Net w ork Information Services

There are a v ariety of new and useful user services av ailable on the Internet that are

di�cult to do cument and provide a comprehensive list of. Some attempt has b een

made at do cumenting such resources [NNS

] and a mid-level network can b e the initial

p oint of contact for distribution of such information on a wide basis. The information

can b e disseminated in a more controlled and complete manner using this hierarchical

approach if each mid-level network maintains up-to-date information ab out its directly

connected sites. Network Information services (NIC) also make the network easier

and more attractive to end users. Examples of these services are:

� provide information resources

{ security advisory messages

{ list of library catalogs [GL91 ]

{ geographical information servers

{ password generators

� resolve end user problems (user supp ort)

These services are NIC related and discussed in detail elsewhere [SSM91]. F or ac-

cessibilit y information, an entry for ‘nic’ could exist in the DNS for the domain (this

could b e a TXT entry listing email or phone numb er information for users or other

NIC’s).

6 Net w ork Op erations

The Network Op eration Center’s (NOC’s) at the mid-level networks need to co op erate

with each other to resolve network problems. In the event of a network problem

RFC 1291 Potential technical services Decemb er 1991

b etween two mid-level networks or if an end-site has trouble getting to any host, the

mid-level network NOCs can serve to b e the initial p oint of contact. The pro cedures

for interaction among NOCs and the formats for exchange of trouble-tick ets b etween

the NOCs are describ ed elsewhere [JOH91, ML91 ].

It is imp ortant for co op erating NOCs to have contact information for their directly

connected campus/organizational sites and also ab out their p eer mid-lev el networks.

A distributed mechanism for maintaining contact information could b e implemented

by using a nameserver TXT entry for ‘no c’ or by maintaining ‘�nger’ information

for user ‘no c@domain’ or ‘no c@no c.domain’. A NOC ‘phoneb o ok’ listing the contact

information for the v arious NOCs can b e used as a static non-distributed mechanism

(it is understo o d that the phoneb o ok can contain outdated information, but the

distributed mechanisms can provide correct and up dated NOC information provided

that the hosts are reachable at the desired time). If it is undesirable to publish

the phone numb er or email address of the NOC for any reason, an entry saying

\unpublishe d" (or words to that e�ect) could exist in the nameserver or ‘�nger’ entry

instead.

7 References

[BOG] K.J Dunlap, M.J. Karels \Nameserver Op er ations Guide for Bind R e-

le ase 4.8", CSRG, Department of Electrical Engineering and Computer

Sciences, University of California, Berkeley

, California.

[CCI88] CCITT Blue Bo ok \X.500 Series R e c ommendations", ITU, 1989.

[CGC91] R. Collela, E. Gardner, R.Callon \Guidelines for OSI NSAP Al lo c ation

in the Internet", RFC 1237, USC Information Sciences Institute, July

1991.

[SSM91] D. Sitzler, P

. Smith, A. Marine \Building a Network Information Ser-

vic es Infr astructur e", RFC in preparation.

[GL91] A.S. George, R. Larsen \Internet A c c essible Libr ary Catalo gs &

Datab ases", Aug 1991.

Av ailable via anonymous FTP from ‘ariel.unm.edu’.

[JOH91] D.S. Johnson \NOC TT R e quir ements", RFC in preparation.

[MAN] R. Mandelbaum, P

.A. Mandelbaum \The Str ate gic F utur e of the Mid-

L evel Networks", Universit y of Ro chester, NY, 1991.

RFC 1291 Potential technical services Decemb er 1991

[MOC87a] P

. Mo ck ap etris \Domain Names - Implementation and Sp e ci�c ation ",

RFC 1035, USC Information Sciences Institute, Nov 1987.

[MOC87b] P

.Mo ck ap etris \Domain Names - Conc epts and F acilities", RFC 1034,

USC Information Sciences Institute, Nov 1987.

[MIL89] D. Mills \Network Time Pr oto c ol", RFC 1129, USC Information Sci-

ences Institute, Oct 1989.

[ML91] M. Mathis, D. Long \User Conne ctivity Pr oblems Working Gr oup",

RFC in preparation.

[NEU] B.C. Neuman \The Virtual System Mo del: A Sc alable Appr o ach to Or-

ganizing L ar ge Systems", Department of Computer Science, University

of W ashington, FR-35, Seattle, W

A, May 1990.

[NNS] NSF Network Service Center \Internet R esour c e Guide", Cambridge,

MA.

Av ailable via anonymous FTP from ‘nnsc.nsf.net’.

[RS90] M.T. Rose, M. Scho�stall \The NYSERnet White Pages Pilot Pr oje ct",

NYSERnet, Inc., Mar 1990.

[SHHH90] M.F. Schwartz, D.R. Hardy

, W.K. Heinzman, G.C. Hirschowitz \Sup-

p orting R esour c e Disc overy Among Public Internet Ar chives", Depart-

ment of Computer Science, University of Colorado, Boulder, CO. Sep

1990.

8 Securit y Considerations

Security issues are not discussed in this memo.

9 Author’s Address

Vik as Aggarwal

JvNCnet

6 von Neumann Hall

Princeton University

Princeton, NJ 08544

RFC 1291 Potential technical services Decemb er 1991

Phone: +1-609-2 58- 240 3

Email: vik as@jvnc.net

RFC 1291 Potential technical services Decemb er 1991

A App endix A - Mailing Lists

The following is a list of p opular mailing lists for the services listed in this do cument.

T o subscrib e to a particular mailing list, send a request to ‘mailing-l ist-request’ (do

not send a request to the entire mailing list).

� ietf@isi.edu: The general mailing list for the Internet Engineering T ask F orce.

This group is concerned with the evolution and developmen t of Internet related

proto cols and standards. Old mail is archived at ‘venera.isi.edu’ in directory

ftp/irg/ietf.

� ntp@trantor.umd.edu: F or discussions on the Network Time Proto col (NTP).

� namedropp ers@nic.ddn.mil: Mailing list for discussions on DNS topics. Old mail

is archived at ‘nic.ddn.mil’.

At the time of writing this do cument, a list of mailing lists on the Internet is av ailable

via anonymous FTP from host ‘ftp.nisc.sri.com’ in the �le ‘netinfo/interest-groups’.

B App endix B - DNS Arc hitecture Strategy

This section discusses practical strategies for implemen ting a nameserver architecture

within a mid-level network, so that it can resolve nameserver queries for all domains

directly attached to it.

In order to resolve queries for all directly connected networks, a host that is authorita-

tive for all directly attached domains will need to exist within the mid-lev el network.

Nameservers at the end sites would then treat this \group-o f-domains" nameserver

as a forwar ding server to resolve all non-lo cal queries. This can b e done by adding a

line to the named.boot �le on the end site nameservers such as:

forwarders 128.121.50.7 128.32.0.4

This metho d has the added adv antage that the forwarding server builds up a very

rich cache of data [BOG] and acts like a meta-cache that all hosts can b ene�t from.

Note that the forwarding server is queried only if the end-site server cannot service a

query lo cally{ hence the \meta-domain" server is not overloaded with queries for al l

nameserver lo okups.