Net ork orking Group S.E. Kille INTERNET{DRAFT nnnn Univ ersit College London No em er 1990 Buildi ng an In ternet Directory using X.500 Status of this Memo The IETF has established orking Group on OSI Directory Services (IETF-OSI-DS). ma jor comp onen of the initial ork of this group is to establish tec hnical framew o rk for establishing Directory Service on the In ternet, making use of the X.500 proto cols and services CCI88b ]. This do cumen summa rises the strategy established the orking group, and describ es um er of RF Cs whic will written in order to establish the tec hnical framew or k. This draft do cumen will submitted to the RF editor as an informati onal do cumen t. Distribution of this memo is unlimited. Please send commen ts to the author or to the discussion group <osi-ds@CS.UCL.AC. UK> INTERNET{DRAFT Building an In ternet Directory No e er 1990 Con ten ts In tro duction Sc hem Use on the In ternet Replication of Kno wledge and Data Securit Presen tation of Directory Nam es Relation to DNS Do cumen ts to pro duced Securit Considerations 10 Author’s Address In tro duction There is substan tial in terest in establishing an OSI Directory Service on the In ternet. There is pressure to establish um er of services on the In ternet, including: White ages lo okup of users. Supp ort for OSI Applications. Supp ort for X.509 Authen tication for range of application, including Priv acy Enhanced Mail Lin89 ]. The OSI Directory is view ed as the est basis for ac hieving these services, for oth tec hnical and olitical reasons. The OSI Directory Standards do not con tain su�cien informa tio to enable suc service to built. ull op enness and in terop erabult are ey goal, so service ust not dep end on priv ate extensions or informal agreemen ts This do cumen describ es the missing comp onen ts, and suggests strategy for �lling in the holes. Kille age INTERNET{DRAFT Building an In ternet Directory No e er 1990 Sc hem Directory needs to used in the con text of an Informatio ramew ork. The standard directory pro vides um er of attributes and ob ject classes to enable basic op eration. It is certain that the In ternet Comm unit will ha requiremen ts for additional attributes and ob ject classes. There is need to establish mec hanism to register suc informati on. Pilots in the Europ ean RARE Comm unit and the US PSI White ages Pilot ha based their informati on framew ork on the THORN and RARE Naming Arc hitecture Kil89c ]. It is prop osed to use this arc hitecture for the In ternet Pilot, in conjunction with COSINE based piloting in Europ e. revised ersion of the Naming Arc hitecture will pro duced, with mec han- sism for registration of new attributes and ob ject classes. Use on the In ternet It is desirable to decouple deplo ymen of the OSI Directory from deplo ymen of the OSI lo er la ers. or this reason, it is recommended to op erate the directory er TCP/IP using RF 1006 C87 in addition to op eration er OSI Net o rk Service. This has the follo wi ng implicatio ns: 1. There is need to represen TCP/IP addresses within OSI Net ork Addresses. An In ternet Draft, based on pap er Kille, should tak en as starting oin for this Kil89a ]. It will necessary to ha in In ternet Standard on this area. 2. It will desirable to ha uniform metho to presen Net ork Addresses of this st yle. Therefore string represen tatio should dev elop ed in parallel. The In ternet Draft, based on pap er Kille, should used as basis for this Kil89b ]. 3. This hoice leads to the situation where not all DSAs can comm unicat directly due the di�eren hoice of lo er la ers. This is already practical result of man Europ ean sites op erating DSAs er X.25. There is requiremen to extend the distributed op erations, so that there is no requiremen for full connectivit This issue will dealt with in the do cumen ts to generated according to Section 4. Replic ati on of Kno wledge and Data There are um er of requiremen ts on replication, oth of data and kno wl- edge informatio n, whic ust met efore an In ternet Directory can deplo ed. It is clear that the standard cannot used as is. Three solutions ere noted: Kille age INTERNET{DRAFT Building an In ternet Directory No e er 1990 ait un til the 1992 standard is ai lable ttem pt to in tercept the 1992 standard, probably sp eci�cation of subset functionalit based on the curren orki ng do cumen ts Use an in terim approac It is necessary to de�ne the minim um requiremen ts. An In ternet Draft on this will pro duced. Kille eliev es that all of the ey problems ha een solv ed the QUIPU implemen t atio n, in manner uc simpler than that eing dev elop ed ISO and CCITT Kil88 ]. The existing pilots are reasonable demonstratio of this elief. These mec hanism will do cumen ted, and ma considered as the basis for an In ternet approac to replication. Sp eci�cations of alternate in terim approac hes, esp ecially approac hes whic in tercept the emerging standardisation ork, are strongly solicited. Securit Directory and Securit are closely related. There is no requiremen for sp eci�cation of an In ternet sp eci�c approac hes at this stage. Deplo ym en of directory could based on one of: Read only system, con taining only public data and using lo cal mo di- �cation. Use of X.509 authen ticati on, and priv ate access con trol mec hanism (this will not allo op en access con trol managemen t, but this is not seen as fundamen tal problem) CCI88a ]. sp eci�cation on securit for the In ternet Directory should dev el- op ed. This should sp ecify: In ternet requiremen ts for securit in the Directory recommendati on of ho to use X.509 Recommendation on service requiremen ts for access con trol as hin to implem en t ors who attempt to in tercept the 1992 standard or de- elop priv ate mec hanism note on securit issues (authen ticati on, olicy access con trol not eing addressed the standards ork, whic migh require future ork Requiremen ts and recomm endations for implem en tors (e.g., in terms of main t aining data con�den tialit within an Organisation) Kille age INTERNET{DRAFT Building an In ternet Directory No e er 1990 Presen tation of Directory Name The standard do es not sp ecify means to presen directory names to the user. This is seen as serious de�ciency and standard for presen ting direc- tory names should dev elop ed. The \User riendly Name" sp eci�cation Kille should submitted as an In ternet Draft, as starting oin for this ork Kil90 ]. Relation to DNS It is imp ortan to establish the relationship et een the prop osed In ternet Directory and the existing Domain Name System. One input to this ork should the In ternet Draft Kille, to up dated efore the meeting Kil89d ]. Do cum en ts to pro duced The follo wing In ternet Drafts will pro duced, to discussed at the Boul- der IETF Meeting. Sc hem Cosine and In ternet Naming Arc hitecture. Bark er/S.E. Kille. Net ork Address Enco ding Revise the In ternet Draft Kil89a ]. S.E. Kille. Address String Enco ding Revise the In ternet Draft Kil89b ]. S.E. Kille. Replication Requirem en ts S.E. Kille. Replication Solution S.E. Kille. Securit ee/B. Manning Directory Nam Presen tation Kille Relation to DNS Kille References [CCI88a] The directory authen ticatio framew o rk, Decem er 1988. CCITT Recommendation X.509. [CCI88b] The directory ervi ew of concepts, mo dels and services, Decem- er 1988. CCITT X.500 Series Recommendations. [Kil88] S.E. Kille. The QUIPU directory service. In IFIP WG 6.5 Confer- enc on Message Hand ling Systems and Distribute Applic ations pages 173{186. North Holland Publishing, Octob er 1988. Kille age INTERNET{DRAFT Building an In ternet Directory No e er 1990 [Kil89a] S.E. Kille. An in terim approac to use of net or addresses. Re- searc Note RN/89/13, Departmen of Computer Science, Uni- ersit College London, ebruary 1989. In ternet Draft: DRAFT- UCL-KILLE-NETW ORKADDRESSES-00.PS.1. [Kil89b] S.E. Kille. string enco ding of presen tation address. Researc Note RN/89/14, Departmen of Computer Science, Univ ersit College London, ebruary 1989. In ternet Draft: DRAFT-UCL- KILLE-PRESENT TIONADDRESSES-00.PS.1. [Kil89c] S.E. Kille. The THORN and RARE naming arc hitecture. ec hni- cal rep ort, Departmen of Computer Science, Univ ersit College London, June 1989. THORN Rep ort UCL-64 (v ersio 2). [Kil89d] S.E. Kille. X.500 and domains. Researc Note RN/89/47, Departmen of Computer Science, Univ ersit College Lon- don, Ma 1989. Also In ternet Draft: DRAFT-UCL-KILLE- X500DOMAINS-00.PS. [Kil90] S.E. Kille. Using the osi directory to ac hiev user friendly nam- ing. Researc Note RN/90/29, Departmen of Computer Science, Univ ersit College London, ebruary 1990. [Lin89] J. Linn. Priv acy Enhancemen for In ternet Electronic Mail: art Message Enciphermen and Authen ticatio Pro cedures. Re- quest for Commen ts 1113, DDN Net ork Information Cen ter, SRI In ternational, August 1989. [R C87] Marshall T. Rose and Dwigh E. Cass. ISO ransp ort Services on top of the TCP. Request for Comm en ts 1006, DDN Net ork Information Cen ter, SRI In ternational Ma 1987. Securit Considerations Securit considerations are discussed in Section of this INTERNET{DRAFT 10 Author’s Address Stev Kille Departmen of Computer Science Univ ersit College London Go er Street C1E 6BT England Phone: +44-71-380-7294 Kille age INTERNET{DRAFT Building an In ternet Directory No e er 1990 EMail: S.Kille@CS.UCL.A C.UK Kille age