Net ork orking Group INTERNET-DRAFT S.E. Hardcastle-Kille Univ ersit College London April 1992 String Represen tation of Distinguished Names (OSI-DS 23 (v3)) Status of this Memo The OSI Directory uses distinguished names as the primary eys to en tries in the directory Distinguished Names are enco ded in ASN.1. When distinguished name is comm unicated et een to users not using directory proto col (e.g., in mail message), there is need to ha user-orien ted string represen tation of distinguished name. This sp eci�cation de�nes string format for represen ting names, whic is designed to giv clean represen tation of commo nly used names, whilst eing able to represen an distinguished name. This draft do cumen will submitted to the RF editor as proto col standard. Distribution of this memo is unlimited. Please send comm en t to the author or to the discussion group <osi-ds@CS.UCL.AC.UK> INTERNET{DRAFT DN Represen tation April 1992 Con ten ts Wh notation is needed notation for Distinguished Nam 2.1 Goals 2.2 Informal de�nition 2.3 orm al de�nition 2.3.1 An Alternativ Approac Exam ples Securit Considerations Author’s Address Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 Wh notation is needed Man OSI Applications mak use of Distinguished Names (DN) as de�ned in the OSI Directory CCI88 ]. It is imp ortan to ha comm on format to able to unam big uously represen distinguished name. This migh done to represen directory name on business card or in an email message. There is need for format to supp ort uman to uman comm unicat ion, whic ust string based (not ASN.1) and user orien ted. This notation is targeted to ards general user orien ted system, and in particular to represen the names of umans. Other syn taxes ma more appropriate for other uses of the directory or example, the OSF Syn tax ma more appropriate for some system orien ted uses. notation for Distingui shed Name 2.1 Goals The follo wi ng goals are laid out: It should in tuitiv for the ma jorit of names encoun tered It should fully general It should ossible to la it out in um er of ys Is should clear represen tation of the distinguished name 2.2 Informal de�nition This notation is designed to con enien for comm on forms of name. Some examples are giv en. The author’s directory distinguished name ould written: CN=Steve Hardcastle-Kil le, OU=Compute Science, O=University College London, C=GB This ma folded, erhaps to displa in ulti -colum format or exam- ple: CN=Steve Hardcastle-Kille, OU=Computer Science, O=University College London, C=GB Another name migh e: CN=Christian Huitema, O=INRIA, C=FR Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 Semicolon (\;") ma used as an alternate separator. CN=Christian Huitema; O=INRIA; C=FR In running text, this ould written as <CN=Christian Huitema; O=INRIA; C=FR> Another example, sho ws ho di�eren attribute yp es are handled: CN=James Hacker L=Basingstoke O=Widget Inc CN=GB The �nal example sho ws quoting of comma in an Organisation name: CN=L. Eagle, O="Sue, Grabbit and Runn", C=GB 2.3 ormal de�nition formal de�nition can no giv en. The structure is sp eci�ed in BNF gramm ar in Figure 1. This de�nition is in an abstract haracter set, and so ma written in an haracter set supp orting the explictly de�ned sp ecial haracters. The quoting mec hanism is used for the follo wing cases: Strings con taining \,", \+", \="or or <CR> Strings with leading or trailing spaces Strings con taining consecutiv spaces There is an escap mec hanis m so that this syn tax ma used to prin an alid distinguished name. This is ugly It is exp ected to used only in pathological cases. There are parts: 1. ttri butes yp es are represen ted in (big-endian) dotted notation. (e.g., OID.2.6.53). 2. ttri bute alues are represen ted in hexadecimal (e.g. #0A56CF ). The eyw o rd sp eci�cation is optional. This is so that the same BNF ma used for the related sp eci�cation on User riendly Naming HK92 ]. WHen this sp eci�cation is follo ed, the attribute yp eyw o rds ust alw ys presen t. list of alid eyw or ds for ell kno wn attribute yp es used in naming is giv en in able 1. This is list of eyw ords whic ust supp orted. These Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 <name> ::= <name-component> <spaced-separator> <name-component> <spaced-separato r> <name> <spaced-separator> ::= <optional-space> <separator> <optional-space> <separator> ::= "," <CR> ";" <CR> <optional-space> ::= <CR> *( <name-component> ::= <attribute> <attribute> <optional-space> "+" <CR> <optional-space> <name-component> <attribute> ::= <string> <key> <optional-space> "=" <optional-space> <string> <key> ::= 1*( <keychar> "OID." <oid> <keychar> ::= letters, numbers, and space <oid> ::= <digitstring> <digitstring> "." <oid> <digitstring> ::= 1*<digit> <digit> ::= digits 0-9 <string> ::= *( <stringchar> <pair> ’"’ *( <stringchar> <special> <pair> ’"’ "#" <hex> <special> ::= "," "=" ’"’ <CR> "+" ">" "#" ";" <pair> ::= "\" <special> "\" <stringchar> ::= any char except <special> or "\" <hex> ::= 2*<hexchar> <hexchar> ::= 0-9, a-f, A-F Figure 1: BNF Gramm ar for Distinguished and Purp orted Name Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 Key ttribute (X.520 eys) CN Commo nNam Lo calit yNam ST StateOrPro vinceNam OrganizationName OU OrganizationalUnitNam Coun tryNam able 1: Standardised Keyw ords are hosen ecause they app ear in common forms of name, and can do so in place whic do es not corresp ond to the default sc hema used. If other attributes are used for naming, this can alw ys extended lo cally Only string yp attributes are considered, but other attribute syn taxes could supp orted lo cally It is assumed that the in terface will translate from the supplied string in to Prin tabl eString or T.61. The "+" notation is used to sp ecify ult i-com onen RDNs. In this case, the yp es for attributes in the RDN ust explicit. The name is presen ted/input in little-endian order (most signi�can com- onen last). When an address is written in con text where there is need to delimit the en tire address (e.g., in free text), it is recommended that the delimiters <> are used. The terminator is sp ecial in the notation to facilitate this delimitat ion. 2.3.1 An Alternativ Approac An alternativ approac is describ ed in this section. It is NOT recomm ended these guidelines. Whilst this approac has merits, it is diametri cally opp osite to the recommended approac h. mixture of oth approac hes is not ene�cial. This alternativ is to use short names, whic will easily mem orable users (e.g., UCL for Univ ersit College London, and CS for Computer Sci- ence). In general, the st yle of name comp onen should simil ar to that hosen for names in the domain system. The ene�t of this approac is that it will lead to mnemonic names, whic are easy to remem er and to yp e. The directory will then able to op erate mainly on the read op eration, with uc less use of the more exp ensiv searc op eration. It is argued that name con icts ma dealt with in tro ducing more lev els in to the DIT. Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 Example This section giv es few examples of distinguished names written using this notation: CN=Marshall T. Rose, OU=Dover Beach Consulting, L=Santa Clara, ST=California, C=US CN=FTAM Service, CN=Bells, OU=Computer Science, OU=University College London, C=GB CN=Steve Hardcastle-Kille, OU=Computer Science, O=University College London, C=GB CN=Steve Hardcastle-Kille, OU=Computer Science, O=University College London, C=GB References [CCI88] The Directory erview of concepts, mo dels and services, De- cem er 1988. CCITT X.500 Series Recommendations. [HK92] S.E. Hardcastle-Kille. Using the OSI directory to ac hiev user friendly naming. Request for Commen t in preparation, Depart- men of Computer Science, Univ ersit College London, Jan uary 1992. Securit Considerations Securit considerations are not discussed in this INTERNET{DRAFT Author’s Address Stev Hardcastle-Kille Departmen of Computer Science Univ ersit College London Go er Street C1E 6BT England Phone: +44-71-380-7294 Hardcastle-Kille age INTERNET{DRAFT DN Represen tation April 1992 EMail: S.Kille@CS.UCL.A C.UK DN: CN=Stev Hardcastle-Kille, OU=Computer Science, O=Univ ersit College London, C=GB UFN: S. Hardcastle-Kille, Computer Science, Univ ersit College London, GB Hardcastle-Kille age