Net ork orking Group INTERNET-DRAFT S.E. Hardcastle-Kille Univ ersit College London T. Ho es Univ ersit of Mic higan Septem er 1991 An Access Con trol approac for Searc hing and Listing Status of this Memo This memo de�nes an extended CL (Access Con tro List) mec hanism for the OSI Directory It is in tended to meet strong op erational requiremen ts to restrict searc hing and listing externally while allo wing uc more free- dom within an organization. In particular, this mec hanism mak es it ossible to restrict searc hes to certain sets of attributes, and to prev en \tra wli ng": the disclosure of large organizational data or structure informati on re- eated searc hes or lists. This capabilit is necessary for organizations that an to hide their in ternal structure, or to prev en dumping of their en tire database. This memo describ es functionalit ey ond, but compatible with, that exp ected in the 1992 X.500 standard. This draft do cumen will submitted to the RF editor for informatio only Distribution of this memo is unlimited. Please send commen ts to the author or to the discussion group <osi-ds@CS.UCL.AC.U K> INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 In tro duction This memo de�nes an extended CL (Access Con tro List) mec hanism for the OSI Directory It is in tended to meet strong op erational requiremen ts to restrict searc hing and listing externally while allo wing uc more free- dom within an organization. In particular, this mec hanism mak es it ossible to restrict searc hes to certain sets of attributes, and to prev en \tra wli ng": the disclosure of large organizational data or structure informati on re- eated searc hes or lists. This capabilit is necessary for organizations that an to hide their in ternal structure, or to prev en dumping of their en tire database. This memo describ es functionalit ey ond, but compatible with, that exp ected in the 1992 X.500 standard. The mec hanism prop osed also allo w the Administrat iv limit to used for system protection, rather than for access con trol purp oses. This is useful, as the administra tiv limit is in practice ine�ectiv as means of access con trol. Searc Con trol searc access con trol is de�ned, whic can applied to subtree, single lev el, or base ob ject. This last option is used to protect sp eci�c ob ject from searc hing, and applies to the ob ject during an yp of searc h. This CL con trols who ma and ma not searc certain attributes, and the um er of en tries that ma returned from searc on the allo ed attributes. The normal single en try CL still con trols whic informatio ma returned from eac en try This CL approac will ork consisten tly within single DSA. When searc is tra ersed er ult iple DSAs and Searc hA C is eing applied, if Securit Error is returned, it should assumed that the era ll CL has een violated and Securit Error returned for the whole searc h. The CLs are ulti ple alue, and the most generous applicable should used. SearchACL ATTRIBUTE WITH ATTRIBUTE-SYNTAX SearchACLSyntax Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 SearchACLSyntax ::= SEQUENCE who AccessSelector, scope BITSTRING subtree(1), single-level(2), base-object(3) DEFAULT {subtree, single-level}, max-results INTEGER, -- limit for this category attribute-selection CHOICE searchable-attri butes [1] SET OF AttributeType, unsearchable-att ributes [2] SET OF AttributeType }, min-key-length-in-s ubstrin INTEGER OPTIONAL, zero-results-if-lim it-exce eded BOOLEAN DEFAULT TRUE The syn tax orks as follo ws: who Con trol who the syn tax applies to scop De�nes the scop of the access con trol m ax-res ults De�nes the maxim um um er of results whic can re- turned. attribute-selection Searc hable attributes can sp eci�ed inclusion or exclusion. The abilit to searc or not to searc the default set of attributes (those not explicitly sp eci�ed elsewhere) can sp eci�ed use of ull list in unsearc hable-attributes and searc hable-attri butes resp ectiv ely m i n-k ey -length-in-substring Giv es minim um length to prev en dumping using a* b* in rep eated searc hes. This length should also applied to �lter items whic compare string attributes. Where string range is iden ti�ed, it ust narro er than min-k ey-length-in-substring. or example if min-k ey-lengt h-in-substring is 4, then range ab cde* to ab cdf* is acceptable, whereas ab cx* to ab cy* is not. Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 zero-results-if-lim i t-exceeded Only return results if searc is precise enough to matc less than the limit This will usually the case, as it is needed to blo in tell igen tra wl ing. If zero-results-if-limi t-exceeded comp onen is set to TR UE and the max-results limit is exceeded, no results shall returned and the en tire searc is abandoned with securit error. If zero-results-if-limi t-exceeded comp onen is set to ALSE and the max-results limit is exceeded, partial results are re- turned just as if size limit had een reac hed, and the curren ortion of the searc is abandoned. Note that there ma requiremen to detect do wnloa ding ery large um ers of rep eated searc hes. Mec hanism to prev en this will in esti gated in the ligh of exp erience. 2.1 Single Lev el Searc During single lev el searc h, the application of the single lev el searc CL is straigh forw ard. The CL of the sup erior ob ject is used for the duration of the searc h, ev en if aliases are dereferenced (i.e., the original CL is used in this case, not the paren of the ob ject the alias oin ts to if di�eren from the original sup erior ob ject). Searc hA C Ls with scop base-ob ject in eac of the matc hed en tries should examined. 2.2 Subtree Searc During subtree searc h, the application of the subtree searc CL is more complicated, since subtree searc ma recurse er ulti ple sub-subtrees. When sub-subtree is encoun tered during the searc h, its subtree CL should apply to the elemen ts of the sub-subtree, if it is more restrictiv than the curren tly applicable subtree CL. Note that this same olicy applies when aliases are in o lv ed, and the searc haliases option is set. In this case, the curren tly applicable CL is tak en from the oin of the alias, not from the \natural" paren of the aliased subtree as it app ears in the DIT. This means that subtree CL at the base of subtree ma not su�cien to protect the comp onen sub-subtrees from unauthorized searc h. During subtree searc h, if an curren searc CL is exceeded, the curren ortion of the searc is abandoned with securit error or size limit Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 exceeded with partial results, dep ending on whether the CL exceeded had the no-results-if-limit -exceeded ag set. List Con trol simpli�ed ersion of searc con trol is used to con trol listing. This can used to con trol listing at the base ob ject of list, or to restrict listing of individual ob jects. ListACL ATTRIBUTE WITH ATTRIBUTE-SYNTAX ListACLSyntax ListACLSyntax := SearchACLSyntax WITH COMPONENTS who, scope (single-level base-object), max-results prev en listing of an individual ob ject, scop should set to base-ob ject and max-results to zero. This strategy will allo the Admin limit to used to do system protection, rather than for pseudo CL purp oses. Authen ticati on olic In order to mak this CL mec hanism useful, need to address the issue of authen tication olicy In alidati ng the who comp onen of the CLs de�ned ab e, ould lik to able to sp ecify di�eren lev els of securit or example, trusting individual migh an to eliev all names, ev en those supplied er unauthen ticated DSP while another migh an names to strongly authen ticated, and another migh view the middle ground Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 of simple authen tication as su�cien t. The follo wi ng attribute applies to the single ob ject in whic it app ears, though it will usually inherited throughout an en tire subtree. AuthenticationPolicy ATTRIBUTE WITH ATTRIBUTE-SYNTAX AuthenticationPolic ySyntax SINGLE VALUE -- Applies to any ACLs resident in the entry AuthenticationPolicy Syntax ::= SEQUENCE modification AuthenticationPolicy, read-and compare AuthenticationPol icy, list-and-search AuthenticationPoli cy AuthenticationPolicy ::= ENUMERATED trust-name (0), -- believe supplied name which must be present -- used if DSP trust chains are OK simple (1), strong (2) This attribute is single-v alued and applies to all CLs in the ob ject (includ- ing old-st yp QUIPU CLs). main ta in bac kw a rd compatibilit if this attribute is absen the default shall to require simple authen tication to alidate names. When applied to ordinary QUIPU CLs, an authen tication olicy failure causes no access to the en try to gran ted. When applied to searc or list CL, failure causes the searc or list to abandoned with securit error. Access Selector The Access Selector is tak en from the QUIPU Access Con trols It is rep eated here. In later ersion of the do cumen t, this informati on will in tegra ted in to an earlier section. Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 AccessSelector ::= CHOICE entry [0] NULL, -- DUA identified by the entry other [2] NULL, -- This indicates ’public’ rights prefix [3] NameList, -- This identifies prefix name for specified DUAs -- e.g. anyone in the UK group [4] NameList -- For specifying group rights NameList ::= SET OF DistinguishedName Securit Considerations This INTERNET{DRAFT is concenred with con trol ling acces to data. Author’s Address Stev Hardcastle-Kille Departmen of Computer Science Univ ersit College London Go er Street C1E 6BT England Phone: +44-71-380-7294 EMail: S.Kille@CS.UCL.A C.UK Tim Ho es Researc Systems Univ ersit of Mic higan Hardcastle-Kille and Ho e age INTERNET{DRAFT Searc and List Access Con trol Septem er 1991 535 est William St. Ann Arb or, MI 48103-4943 Phone: +1 313 764 2278 EMail: Tim.Ho es@umic h.edu Hardcastle-Kille and Ho e age